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Abstract: This study aims to implement a digital signature system for filling out Integrated Patient
Progress Notes (CPPT) using QR-Code technology. The research method employed is the waterfall
development model. The stages of the study include requirements analysis, data collection from various
sources, system design, implementation according to the design, testing, and reporting. The study was
conducted at XYZ Hospital in Bandung, where it was found that the CPPT signing process is still manually
done using a pen, which is considered inefficient as it takes a long time for authorization and is prone to
manipulation, thereby reducing the document's validity. The implementation of a digital signature aims to
simplify the document signing process quickly without the need for printing, sending, or waiting for physical
documents, allowing it to be done digitally and automatically, thereby increasing speed and efficiency. This
system also provides authentication assurance by the rightful owner, ensures document security, reduces
the risk of damage or loss, and minimizes the possibility of manipulation, thus providing convenience for
staff and doctors in terms of time and data accuracy.
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1. Introduction

The development of information systems across various sectors, including healthcare, has rapidly
advanced towards digitalization, making processes more accessible and efficient [1]. One significant
advancement in healthcare information systems is the electronic medical record (EMR), which offers numerous
benefits in improving the quality of healthcare services [2]. According to the Indonesian Ministry of Health
Regulation No. 24 of 2022, medical records are documentation that includes patient identity, examinations,
treatments, procedures, and additional services provided to patients. Electronic medical records differ
significantly from conventional ones. Digitalization allows for better data categorization and fosters innovation
in medical technology. Additionally, electronic medical records play a crucial role in developing artificial
intelligence (AI) systems, which enhance the quality of healthcare services while providing legal certainty in
the management and maintenance of medical records. Furthermore, electronic medical records ensure the
security, confidentiality, integrity, and accessibility of medical data. The Directorate General of Health Services
(2015) explains that the Integrated Patient Progress Notes (CPPT) is a collection of data that stores information
about the patient's condition, progress, medical actions, and treatments received [3]. Healthcare providers
use CPPT to plan, monitor, and evaluate patient conditions. The CPPT form is used in inpatient, outpatient,
and emergency settings to monitor patient health progress across various disciplines (doctors, nurses, and
other clinical staff) and to collect relevant information on patient conditions and appropriate treatment options.

According to Article 1, Paragraph 12 of the Indonesian Law No. 19 of 2016 on Electronic Information and
Transactions (ITE Law), an electronic signature is defined as a signature consisting of electronic information
attached, associated with, or related to other electronic information used for verification and authentication.
Government Regulation No. 71 of 2019 on the Implementation of Electronic Systems and Transactions (PP
PSTE) states that both certified and uncertified electronic signatures are recognized. Furthermore, this
regulation distinguishes the legal strength between certified and uncertified electronic signatures. Sholeh &
Muharom (2016) describe Quick Response Code (QR Code) as a two-dimensional symbol capable of storing
various types of information that can be accessed through smartphone scanning [4]. QR Codes, which evolved
from barcodes, were initially one-dimensional but have now developed into two-dimensional formats [5]. QR
Codes, first introduced by Denso Wave in 1994, have become a widely used and essential technology in the
digital era. QR Codes facilitate data recording, data transfer, and payments and can store up to 2,089 digits
or 4,289 characters, including punctuation and special characters. This technology can display text, open URLs,
save contacts to phonebooks, and perform various other functions. The development of information technology
systems brings significant changes to healthcare services, educational systems, administrative services, and
various other aspects of life [6][7]. In this study, an uncertified electronic signature system was developed for
completing the Integrated Patient Progress Notes (CPPT) form using QR Codes. As information technology
systems continue to evolve, it is necessary to transition from manual to digital methods to reduce the risk of
document manipulation and simplify the creation of new documents that match the original. Documents, as
vital sources of information for organizations, governments, agencies, or individuals, must be well-preserved
to avoid data loss for future activities [8].

This study began with a review of previous research related to the use of QR Codes as digital signatures.
Research conducted by Suratma and Azis (2017) discussed the use of QR Codes with the Advanced Encryption
Standard (AES) algorithm as digital signatures, which were applied in digital signature authentication systems
and document verification [9]. Kurniawan et al. (2020) studied how to create a document validation system
using QR Code-based digital signatures with the MD5 algorithm, which is the standard for digital signatures.
This system is designed to issue and validate digital documents while reducing the likelihood of forgery [10].
Based on the research conducted at XYZ Hospital in Bandung, it was found that the current process of signing
the CPPT form is still done manually using a pen. Given the advancements in digital technology, this manual
system is considered inefficient as it requires a lengthy process, including printing documents and waiting for
physical signatures, and is prone to manipulation, which reduces the validity of the signature. To address this
issue, the researchers designed an uncertified digital signature system for use in completing the CPPT form at
XYZ Hospital in Bandung. This system allows the signing process to be done digitally and automatically, thus
increasing the speed and efficiency of services.

2. Research Method

The research methodology employed in this study is descriptive qualitative research, which aims to depict
or explain the core issues using observational methods. The development method used is the Waterfall Model,
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one of the most common software development approaches, also known as the Life Cycle of Software
Development (LDC). The Waterfall Model is characterized by its sequential stages, where each step is
completed before moving on to the next, much like water cascading down a series of steps. This model is
widely recognized for its systematic approach to software development, allowing for a structured and orderly
progression through the various phases of the project.

Analysis

F
¥

A
¥

b
1 ¥

¥

Implementation

A

15

1,

Figure 1. Waterfall Model

The first phase in this research, known as the analysis phase, involves a comprehensive understanding
of the software to be developed, including its expected features and potential weaknesses. The researchers
begin by gathering detailed information about the requirements and expectations for the digital signature
system to be implemented in the Integrated Patient Progress Notes (CPPT) forms. This stage includes
discussions with hospital staff to understand the current challenges faced with the manual signing process and
to identify the specific needs that the new digital system must address. Data collected during this phase is
meticulously analyzed to ensure that the researchers have a clear and accurate understanding of the problems
and requirements, which will guide the subsequent stages of development [11]. Following the analysis, the
design phase is undertaken, where the system's architecture and user interfaces are created. In this study,
the researchers used Visual Studio Code to design the digital signature system. This phase is crucial as it
translates the requirements identified during the analysis into a workable system design. The design includes
creating forms and interfaces that users will interact with, ensuring that the system is both user-friendly and
functional. The design also considers the integration of QR-Code technology, which will be used for the digital
signatures, ensuring that the system is secure and capable of meeting the hospital's needs. The next stage is
coding, where the actual development of the software begins. This involves writing the code that will enable
the system to function as designed. The researchers focused on developing each form and function identified
in the design phase, ensuring that the code is robust and capable of handling the system's requirements. Each
form is carefully coded to ensure that the digital signature system operates smoothly within the Visual Studio
Code environment. The coding phase is a critical step in the software development process, as it transforms
the design into a functional system. Once coding is complete, the testing phase begins. During this phase, all
the small units of code created in the previous stage are integrated and tested as a whole. The system
undergoes rigorous testing to identify any errors or bugs that need to be addressed. The goal is to ensure that
the software meets the user requirements and functions as intended. If any issues are found, they are
corrected, and the system is retested until it performs satisfactorily. This phase is vital in ensuring that the
system is reliable and ready for deployment. The final phase in the Waterfall Model is implementation. In this
stage, the fully tested system is deployed for use within the hospital. This involves setting up the system in
the hospital's environment, training staff on how to use the new digital signature system, and ensuring that it
integrates seamlessly with existing processes. The implementation phase marks the culmination of the project,
where the system is expected to meet af the user requirements identified at the beginning of the project. By
following the structured approach of the Waterfall Model, the researchers ensure that each phase of
development is thoroughly completed, resulting in a reliable and effective digital signature system for the
hospital.
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3. Result and Discussion

3.1 Results

The research conducted at XYZ Hospital in Bandung revealed that the system for signing the Integrated
Patient Progress Notes (CPPT) form lacked a digital signature component. According to the Ministry of Health
Regulation No. 24 of 2022, all healthcare facilities are required to support and maintain electronic medical
records [3][6]. At XYZ Hospital, the CPPT form is still signed manually using a pen, a method considered
inefficient and prone to manipulation, which diminishes the validity of the signatures. Implementing a digital
signature system provides authenticated verification by the rightful owner, ensuring document security,
reducing the risk of damage or loss, and minimizing the potential for manipulation. Additionally, it offers
convenience for healthcare staff and doctors in terms of time efficiency and data accuracy. To support
integrated healthcare services, a digital signature system was developed using Visual Studio Code to streamline
the signing process for the CPPT form at XYZ Hospital.

3.1.1 Analysis

The analysis phase of this study involved a thorough evaluation of the existing manual signature process
used for the CPPT form at XYZ Hospital. The research identified significant inefficiencies and risks associated
with human error in this manual process. To address these issues, the researchers proposed the development
of a digital signature system using Visual Studio Code, integrated with a Microsoft Access database. This
combination was selected to streamline data processing, reduce human error, and enhance both the speed
and accuracy of data management for healthcare staff and patients. The existing system's primary flaw was
its reliance on manual signatures, which is susceptible to delays and potential manipulation. The manual
process requires physical interaction with documents, which can lead to errors, loss, or damage. The adoption
of a digital signature system aims to mitigate these risks by providing a more secure and efficient method for
document verification and management. The analysis highlighted the necessity of integrating this digital
solution to meet the regulatory requirements and improve overall operational efficiency at the hospital.

3.1.2 Design

The design phase is a critical component of the system development process. During this phase, the
researchers created a detailed plan to address the identified issues and ensure the system's functionality and
reliability. The design process involved applying various principles and techniques to outline the system's
processes, architecture, and components necessary for achieving the desired outcomes. The digital signature
system's design was conceptualized using several modeling tools, including flowmaps, Data Flow Diagrams
(DFD), context diagrams, and Entity-Relationship Diagrams (ERD).

Flowchart Sistem yang dirancang

Fondaftaran Pallidinik Dokter Rokam Medis

& n

e
Polikiinik vang
dituju

Hasil CRFT Digital

Selesal

Rekapltulas
Laporan Fasien
Polikdinik

Figure 2. Flowchart of The Designed System
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Figure 2 illustrates the flowchart of the designed system. Flowcharts are essential tools in system design as
they provide a visual representation of the system's workflow, depicting the sequence of operations that must
be executed to achieve the desired results. According to Tania (2020), flowmaps combine maps and flow
diagrams to show the steps required to solve a problem, such as the movement of objects from one location
to another [12]. This approach aids programmers and analysts in breaking down complex problems into
smaller, manageable parts and helps analyze alternative operational strategies.

—
TENAGAKESEHATAN o T, ADMINISTRATOR
Doty Doddnr

Info Lagin
Infa Db
Info 5D oF
Infa CFFT

Inf Data Lser
Info Dt P egawa
It Data Dokier

Data Lagn
Dt Ohat
Dt S0AR

IMPLEMENTASI TANDA
TANGAN DIGITAL CPPT
PASIEN

Dat Fasien
Dt OFFT
Dat Ragstras

Data Fasien
Dat Registras! Fasion

infa Faben info Dt Fasien
Infa CPFT Info ReghtrasiFasien
Irrfcs Rt e

REKAM MEDIS — PENDAFTARAN

Figure 3. Context Diagram

Figure 3 presents the context diagram, a vital part of the DFD. As noted by Ahmad Hasanudin (2021), the
context diagram provides an overview of the entire system and is required before creating the DFD, which
offers a more detailed view of the system's processes and features [13]. The context diagram illustrates the
boundaries of the system, identifying external entities that interact with the system and the flow of data
between these entities and the system.
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Figure 4 shows the Data Flow Diagram (DFD) Level 1, representing the logical flow of the system without
considering the physical environment where the data is stored or processed. The DFD is structured into several
levels, each providing increasing detail about the system's processes. These levels are interconnected to offer
a comprehensive understanding of the information system or software processes. The DFD Level 1 diagram
highlights the primary processes within the system, showing how data moves through the system and interacts
with various components.
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Figure 5. Entity Relationship Diagram (ERD)

Figure 5 depicts the Entity-Relationship Diagram (ERD), also known as a relationship diagram between entities.
According to Maimudin (2021), the ERD consists of three key components: entities, attributes, and
relationships [14]. The ERD complements the database's logic by detailing the relationships between entities,
defining their attributes, and setting constraints. The primary purpose of the ERD is to fulfill the system's
analytical needs within the database, ensuring that all necessary relationships are correctly established to

support the system's operations.
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Figure 6. Table Relation

Finally, Figure 6 illustrates the table relationships in the relational data model. As Abdul Kadir (2014) states,
the relational data model uses a set of two-dimensional tables (often referred to as relational tables), with
each table comprising rows and columns [11]. These tables are interconnected through relationships that
define how data in one table relates to data in another. The design phase was instrumental in ensuring that
the system's architecture was well-structured and capable of supporting the digital signature system's
requirements.
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3.1.3 Coding

The coding phase marked the transition from design to actual development. In this phase, the system's
functionalities, as outlined in the design phase, were implemented through code. The coding process involved
developing the necessary code for each form and function specified in the design documentation to ensure
that the system operates seamlessly within the Visual Studio Code environment. This phase is critical as it
transforms the conceptual design into a functional digital signature system. The coding was performed with a
focus on accuracy and efficiency, ensuring that the system's logic was correctly implemented and that all
functionalities worked as intended. Special attention was given to the integration of the digital signature
component with the QR Code technology, which was central to the system's ability to authenticate and secure
documents. The use of Visual Studio Code allowed for a streamlined coding process, providing the tools
necessary to build a robust and reliable system. The coding phase culminated in a fully operational system,
ready for testing and implementation.

3.1.4 Testing

Testing is a crucial phase in the system development lifecycle, ensuring that the system functions
correctly and meets the requirements set out in the design phase. In this study, the system was subjected to
blackbox testing, which focuses on evaluating the system's functionality from the user's perspective without
delving into the internal workings of the code. The primary goal of blackbox testing is to identify any errors,
bugs, or discrepancies that may exist within the system and to ensure that these issues are resolved before
the system is deployed. During the blackbox testing phase, the system was evaluated across multiple
scenarios, each designed to test a specific aspect of the system's functionality. The testing results are
presented in Table 1. This table outlines the various testing scenarios, the expected outcomes, the actual
results, and the conclusions drawn from the testing process. The blackbox testing phase was instrumental in
identifying any issues that needed to be addressed, ensuring that the system was fully functional and ready
for deployment.

Table 1. Blackbox Testing Results

No Description Testing Scenario Expected Result Test Result Conclusion
1 Form Login Enter correct username and User successfully Login Match
password, click the login logs in successful
button
2  Patient Data Complete all patient data System displays Data saved Match
Form fields and click save "Data Saved!" successfully
3  Patient Enter polyclinic and doctor's System displays Data saved Match
Registration name for patient visit "Data Saved!" successfully
Form
4  Doctor's Complete examination data CPPT form CPPT form Match
Examination according to SOAP standards successfully created
Form created
5 CPPT Print Form  Enter all required data and System prints CPPT form Match
click print CPPT form printed
6 Digital Signature System  should accept, QR Code QR Code Match
Scanning process, and display the QR successfully scanned
Code scanned

During blackbox testing, some discrepancies were identified, as detailed in Table 2, with corresponding
solutions provided in Table 3. The testing phase ensured that the system was reliable, functional, and capable
of meeting the needs of XYZ Hospital.

3.1.5 System Implementation

The implementation phase is the final step in the system development process, where the fully tested
and functional system is deployed in the real-world environment. For this study, the digital signature system
was implemented at XYZ Hospital in Bandung. This phase involved setting up the system within the hospital's
infrastructure, training staff on how to use the new system, and ensuring that it integrates seamlessly with
existing processes. The system was implemented using Visual Studio Code, which provided a stable platform
for deploying the digital signature system. The implementation included the configuration of the database,
setting up user accounts, and ensuring that all forms and functionalities were operational. The system's
security features, particularly the digital signature and QR Code integration, were thoroughly tested to ensure
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they provided the necessary protection for sensitive patient data. Figure 7 shows the initial login screen, which
is the primary entry point for accessing the system. The login screen was designed to be user-friendly and
secure, allowing only registered users to access the system. This ensures that sensitive patient data and
system functionalities are protected from unauthorized access. Figure 8 displays the main menu, which acts
as the central hub for all data entry and management tasks within the digital signature system. The main
menu includes options for managing staff data, doctor data, polyclinic data, patient data, doctor worklists,
nurse worklists, and digital CPPT forms. Each of these options leads to specific forms and functionalities
designed to streamline the workflow and ensure accurate data management.

= [ Y ———
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Figure 7. Initial Login Screen Figure 8. Main Menu
Figure 9. Staff Data Form Figure 10. Doctor Data Form

Figures 9 through 13 provide detailed views of the various forms used within the system. Figure 9 shows the
staff data form, which captures essential information about the hospital staff, including names, usernames,
passwords, user roles, and status. Figure 10 displays the doctor data form, which includes fields for capturing
doctor-specific information, such as name, specialty, department, religion, address, phone number, gender,
and status. Figure 11 illustrates the polyclinic data form, used to manage information about the various
polyclinics within the hospital. This form includes options for adding new polyclinics and managing existing
ones. Figure 12 presents the patient data form, which captures social and identification data about patients.
This form is critical for ensuring that all patient information is accurately recorded and easily accessible within
the system.
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Figure 11. Polyclinic Data Form Figure 12. Patient Data Form
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Figure 12 shows the patient registration form, which is used to register patients for appointments at various
polyclinics. This form captures essential information, such as patient ID, visit date, polyclinic, and attending
doctor. The form is designed to be intuitive and easy to use, ensuring that patients can be registered quickly
and efficiently. Figures 13a and 13b depict the SOAP form, which is used by doctors and nurses to input
examination data. This form is crucial for documenting patient conditions, treatments, and progress, providing
a comprehensive record of patient care. Once the examination is complete, the CPPT can be printed directly
from the system.
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Figure 14. Patient Progress Record Form

Finally, Figure 14 illustrates the final output of the digital signature on the integrated patient progress notes.
This output was developed using Visual Studio Code and successfully implements an uncertified digital
signature using QR Code technology. The implementation of this system at XYZ Hospital represents a
significant improvement in the management and security of patient records. During blackbox testing, some
discrepancies were identified, and these are detailed in Table 2, with solutions provided in Table 3.
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Table 2. Functional Discrepancies
No Form Name Description of Discrepancy Number of
Discrepancies
1 Form Login User unable to log in with registered account 0
2  Patient Data Form Patient data could not be saved 0
3 Patient Registration Registration cannot be saved if polyclinic is not 0
Form entered
4  Doctor's Examination Incomplete SOAP form data prevents CPPT printing, 1
Form potential human error
5 CPPT Print Form Unable to print the document 0
6 Digital Signature QR Code cannot be scanned 0
Scanning
Table 3. Solutions for Discrepancies
Discrepancy Area Description of Discrepancy Solution
Doctor's Incomplete SOAP form data prevents Revise coding in the examination form to
Examination Form  CPPT printing, potential human error  provide error notifications and avoid human

error

3.2 Discussion

The implementation of a digital signature system in the Integrated Patient Progress Notes (CPPT) form
at XYZ Hospital in Bandung represents a significant shift from traditional paper-based processes to a more
efficient and secure digital workflow. This discussion will explore the implications of this transition, the
challenges encountered during the implementation, and the broader impact on healthcare delivery at the
hospital. One of the primary motivations for adopting a digital signature system was to enhance the efficiency
and accuracy of the CPPT process. The manual signing process, which required physical documentation, was
prone to delays and errors. These issues were particularly problematic in a hospital setting where timely and
accurate documentation is crucial for patient care. The transition to a digital signature system, as implemented
through Visual Studio Code and Microsoft Access, has streamlined the signing process, significantly reducing
the time required to complete documentation. The ability to sign documents digitally means that healthcare
providers can now complete forms more quickly, reducing the administrative burden and allowing them to
focus more on patient care. Moreover, the digital system minimizes the risk of errors associated with manual
entries. In the previous system, errors could occur during the transfer of information from paper to the
hospital's electronic records, potentially leading to discrepancies in patient data. The digital signature system
integrates directly with the hospital's database, ensuring that all entries are consistent and accurate. This
integration not only improves the quality of the documentation but also enhances the overall reliability of the
hospital's medical records.

Another critical factor in the implementation of the digital signature system is the need to enhance the
security of patient records. As highlighted by the Ministry of Health Regulation No. 24 of 2022, all healthcare
facilities are required to maintain electronic medical records, which include ensuring the security and
confidentiality of patient data. The manual signing process was vulnerable to manipulation, where
unauthorized individuals could potentially alter or forge signatures. This posed significant risks to the integrity
of the hospital's records and could have legal repercussions. The digital signature system addresses these
security concerns by incorporating advanced authentication mechanisms, such as QR Code integration, to
verify the identity of the signatory. This ensures that only authorized personnel can sign and access sensitive
patient documents, thereby safeguarding the integrity of the records. The use of QR Codes provides an
additional layer of security, as it allows for the easy verification of the document's authenticity by simply
scanning the code. This feature not only protects the documents from tampering but also ensures that the
hospital complies with legal standards for electronic records. The implementation of a digital signature system
also aligns with global trends in healthcare, where digital documentation is becoming the norm. Hospitals and
healthcare facilities worldwide are increasingly adopting digital systems to manage patient records, reduce
paperwork, and improve the security of medical information. By implementing this system, XYZ Hospital is
positioning itself at the forefront of this digital transformation, ensuring that it meets both current and future
regulatory requirements.

Despite the clear benefits, the transition to a digital signature system was not without challenges. One of
the primary challenges was ensuring that all healthcare staff were adequately trained to use the new system.
The shift from a manual to a digital process required a significant change in workflow, and there was initial
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resistance from some staff members who were accustomed to the traditional methods. To address this, the
hospital implemented a comprehensive training program to ensure that all users were comfortable with the
new system and could use it effectively. Another challenge was the integration of the digital signature system
with the existing hospital information systems. The hospital's IT infrastructure needed to be upgraded to
support the new system, including the installation of necessary software and hardware. This required careful
planning and coordination to avoid disruptions to the hospital's operations. The use of Visual Studio Code and
Microsoft Access facilitated this integration, as these tools are flexible and compatible with a wide range of
systems. However, there were still technical issues that needed to be resolved during the implementation
phase, particularly related to the compatibility of different software components. The testing phase, as detailed
in the results section, also revealed some functional discrepancies that had to be addressed before the system
could be fully deployed. These issues were primarily related to the user interface and the accuracy of the data
entry process. The blackbox testing identified specific areas where the system's performance did not meet
expectations, and solutions were implemented to correct these issues. This iterative process of testing and
refinement was crucial to ensuring that the final system was both functional and reliable.

The successful implementation of the digital signature system has had a positive impact on healthcare
delivery at XYZ Hospital. By reducing the time required for documentation, healthcare providers can now
dedicate more time to patient care, improving the overall quality of service. The system's ability to ensure the
accuracy and security of patient records has also enhanced the hospital's reputation as a provider of high-
quality, secure healthcare services. Additionally, the digital signature system has streamlined the hospital's
administrative processes, reducing the need for physical storage of documents and making it easier to retrieve
and manage patient records. This has resulted in cost savings for the hospital, as less paper is used, and
storage requirements are reduced. The system's efficiency has also led to faster processing times for patient
admissions, discharges, and other administrative tasks, further improving the patient experience. The system's
compliance with legal standards has also mitigated potential legal risks for the hospital. By ensuring that all
patient records are securely signed and stored, the hospital has reduced the likelihood of legal disputes related
to the authenticity of documents. This is particularly important in cases where patient records may be used as
evidence in legal proceedings. The digital signature system provides a clear audit trail, making it easier to
verify the authenticity of records and ensuring that the hospital is protected in the event of a legal challenge.

Looking ahead, the implementation of the digital signature system at XYZ Hospital serves as a model for
other healthcare facilities considering similar transitions. The success of this project demonstrates the
feasibility and benefits of adopting digital systems in healthcare, particularly in improving efficiency, security,
and compliance with regulatory standards. Future developments could include the expansion of the digital
signature system to other areas of the hospital's operations, such as billing and insurance processing, where
similar benefits could be realized. Additionally, there is potential for integrating the digital signature system
with other emerging technologies, such as blockchain, to further enhance the security and transparency of
patient records. The hospital could also consider conducting further research to evaluate the long-term impact
of the digital signature system on patient outcomes and overall hospital performance. This could involve
tracking key performance indicators, such as the time taken to complete documentation, the accuracy of
patient records, and the incidence of data breaches or security incidents. Such research would provide valuable
insights into the effectiveness of the system and help identify areas for further improvement. The
implementation of a digital signature system in the CPPT process at XYZ Hospital represents a significant
advancement in the hospital's operational capabilities. The system has successfully addressed the inefficiencies
and security risks associated with manual documentation, providing a more efficient, accurate, and secure
method for managing patient records. Despite the challenges encountered during the transition, the system
has proven to be a valuable asset to the hospital, enhancing the quality of healthcare delivery and ensuring
compliance with legal and regulatory standards.

4. Related Work

The implementation of digital signatures in healthcare, particularly in the patient development records at
Rumah Sakit XYZ Bandung, marks a significant advancement in ensuring the authenticity and integrity of
medical documentation. The evolution of digital signature systems has played a crucial role in overcoming the
challenges of transitioning from paper-based records to electronic health records (EHR). This shift highlights
the need for secure and efficient methods of document authentication, which digital signatures effectively
provide. Research demonstrates that integrating digital signatures into EHR systems enhances the security
and reliability of patient records, thereby fostering trust and compliance with regulatory standards [15][16].
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Digital signatures offer a robust solution for ensuring the authenticity and integrity of medical records. By
utilizing cryptographic techniques, digital signatures protect sensitive patient information from unauthorized
access and modifications. For example, the combination of digital signatures with encryption technologies has
been proven to significantly strengthen the security of patient data, ensuring that only authorized personnel
can access and alter these records [17][16]. This level of security is especially important in medical
environments where the accuracy of information directly impacts patient care and treatment outcomes. The
incorporation of biometric data into digital signature systems has also shown promise in enhancing security.
Biometric signatures, which use unique physical characteristics such as fingerprints or facial recognition,
provide an additional layer of verification that is particularly valuable in healthcare settings where the identity
of the signatory must be definitively established. This approach not only reinforces the authentication process
but also aligns with the growing trend towards personalized and secure healthcare solutions [18]. The
integration of QR codes with digital signatures has become increasingly popular in healthcare settings. QR
codes enable the linking of physical documents with their digital counterparts, allowing for easy verification of
authenticity through scanning. This method streamlines the verification process and reduces the risk of forgery
or tampering, thereby improving the overall efficiency of document management in healthcare facilities.
Implementing such technologies can significantly enhance hospital workflows, making the transition to digital
documentation more seamless [19][20].

User adoption remains a key factor in the successful implementation of digital signature systems in
healthcare. Research shows that systems with user-friendly interfaces and comprehensive training programs
achieve higher adoption rates among healthcare professionals [15][21]. This is critical to ensuring that the
benefits of digital signatures are fully realized, as ease of use is directly related to the effectiveness of these
systems in practice. Training programs that adequately prepare healthcare staff to use digital signature
systems contribute significantly to the smooth adoption and long-term success of these technologies.
Furthermore, the legal and regulatory framework surrounding healthcare documentation has a significant
influence on the adoption of digital signatures. Various regulations require the implementation of secure
methods for managing patient records, and digital signatures are increasingly recognized as a vital tool in
meeting these requirements [16][22]. Compliance with these regulations not only protects patient privacy but
also reduces potential legal risks associated with improper handling of sensitive information. Aligning digital
signature technologies with regulatory standards ensures that healthcare facilities meet necessary legal
obligations while enhancing the security and integrity of their documentation processes.

The implementation of digital signatures in patient development records at Rumah Sakit XYZ Bandung
involves multiple factors including technical, operational, and regulatory considerations. The integration of
advanced technologies such as encryption, biometrics, and QR codes, along with a focus on user adoption and
regulatory compliance, establishes digital signatures as a key element in modern healthcare documentation
practices. The continued development and improvement of these systems will likely play a crucial role in the
ongoing digital transformation of healthcare, ensuring that patient records are managed securely and
efficiently in an increasingly digital landscape.

5. Conclusion

Based on observations made by researchers, it can be concluded that the process of making a signature
on the integrated patient progress record (CPPT) form is still done manually using a pen which is considered
inefficient because it requires a fairly long process. This allows for easy manipulation which reduces the validity
of the signature. For this reason, it is necessary to create a digital signature information system program so
that in the process of making an integrated patient progress record (CPPT) letter, human error can be
minimized. In this study, with the existence of a digital signature system in filling out the integrated patient
progress record (CPPT) form, it is expected that it can be used digitally or automatically, can improve the
services of a health agency more quickly and efficiently, and provide convenience for officers and doctors in
terms of time and also the data requested.
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