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Abstract: Advanced Persistent Threats are significant cybersecurity threats that employ covert and
strategically planned operations to achieve long-term unauthorized access and data exfiltration. PT XYZ, a
logistics company with considerable operational and customer data, is more susceptible to APTs, which is
why the company decided to implement Wazuh as an open-source SIEM platform for improved intrusion
detection capabilities. We assessed how effectively this IDS-SIEM implementation could detect and respond
to APT scenarios by analyzing multi-source logs from Wazuh, Sysmon, and endpoint telemetry across PT
XYZ's PC infrastructure between June 3-30, 2025—capturing 35,333 records in total. Simulated APT attacks
were carried out using Atomic Red Team with detection mapping based on MITRE ATT&CK tactics. Most of
the early stages of attack phases were identified by Wazuh particularly Initial Access and Execution phases
where the system logged 1,060 true positives; 8,537 true negatives; 563 false positives; and 440 false
negatives at an accuracy rate of 91%. Normal traffic detection results were good with a precision of 0.95,
recall of 0.94 Fl-score at the same value whereas attack detection had a precision value of 0.65 with a
recall of 0.71 giving it an F1 score of 0.68 making macro-averaged metrics fall at values such as 0.80 for
precision and 0.82 for recall which further brought the F1 score up to 0.81 while weighted averages peaked
at 0.91.0ur results indicate that an open-source SIEM like Wazuh can be used effectively for the detection
of APTs in logistics operations when configured appropriately using MITRE ATT&CK-based threat simulations
— hence having real-world applicability towards improving cybersecurity defenses within this sector.

Keywords: APT; SIEM; Wazuh; Advanced Persistent Threat; Intrusion Detection; Cybersecurity.

© The Author(s) 2025, corrected publication 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0
International License, which permits use, sharing, adaptation, distribution, and reproduction in any medium or format, as long as you give
appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, and indicate if changes were
made. The images or other third-party material in this article are included in the article’s Creative Commons license unless stated otherwise
in a credit line to the material. Suppose the material is not included in the article’s Creative Commons license, and your intended use is
prohibited by statutory regulation or exceeds the permitted use. In that case, you must obtain permission directly from the copyright
holder. To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/.



https://journal.lembagakita.org/index.php/ijsecs/ais

l Dedy Wibowo, et al.
Advanced Persistent Threats Analysis and Intrusion Detection Systems Evaluation.

1. Introduction

Advanced Persistent Threats are advanced, sophisticated multi-stage cyberattacks designed with a
specific target and long-term goal implemented in stealth mode. APT actors use advanced evasion techniques
to circumvent organizational security perimeters, making detection and prevention exceptionally challenging.
Organizations are required to adopt adaptive continuously evolving defense strategies against adversarial
techniques that constantly shift in complexity and stealth [1]. One of the critical challenges is inconsistent
detection rule labeling across vendors. Even though Endpoint Detection and Response (EDR) solutions may
identify similar malicious behaviors, they oftentimes map them to different MITRE ATT&CK tactics or
technigues. Two solutions can see the same events but classify them differently and therefore provide different
analysis results depending on which product is being used [2].

Security Information and Event Management systems collect logs from many sources, correlate security
events, and find potentially malicious behaviors based on their Tactics, Techniques, and Procedures [3].
Through log correlation analysis, PT XYZ uses the power of SIEM to try to find possible APT threats at early
stages and suspicious behavior patterns in its enterprise network [4]. The research is an analysis of APT
threats as well as the evaluation of an intrusion detection system that is currently running at PT XYZ. It then
gives recommendations on how to improve policies concerning cybersecurity as well as operational defense
strategies in order to be more resilient against ever-changing threats [5][6].

SIEM platform adoption has increased in number; however, there are existing limitations within current
intrusion detection environments regarding APT attacks. Conventional IDS approaches cannot detect APT
patterns because such attacks are very structured, stealthy, and prolonged. Poor integration between the
implemented SIEM (Wazuh) and IDS components results in slower responses with reduced accuracy for
detection. There is no optimal real-time threat analytics capability in the existing system; hence responses
during active cyberattacks will be delayed. These limitations form large gaps of vulnerability in defense
postures against adversaries who utilize temporal gaps between intrusion and detection.

This study aims to answer three fundamental questions. First, how much does the implementation of
Wazuh-based SIEM improve the performance of detection at the APT stage in the operational environment of
PT XYZ? Second, how effective is the existing SIEM-IDS integration in detecting multi-stage APT behavior
through correlation based on MITRE ATT&CK? Third, what enhancement strategies would improve system
accuracy, real-time detection capability, and overall cyber defense resilience for PT XYZ? Answering these
questions requires a systematic evaluation of detection mechanisms, correlation rules, and response workflows
against realistic APT scenarios reflecting actual threat actor behaviors observed in logistics sector operations.
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Figure 1. Cyberattack Handling Network Security Infrastructure.

2. Related Work

2.1 Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) systems record network events and identify potential
threats or vulnerabilities. However, attackers frequently employ sophisticated evasion techniques to bypass
predefined security rules, necessitating continuous refinement of detection mechanisms. Organizations
typically deploy multiple security solutions in parallel, ensuring that attacks missed by one system can be
caught by another [7]. Anomaly detection enhances network security by learning normal user patterns and
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flagging packets that deviate from established baselines. The system categorizes unusual packets as
anomalous, enabling rapid threat identification [8][9]. SIEM implementation plays a crucial role in
strengthening information security through log collection, correlation, and analysis across diverse IT
infrastructure sources. Open-source SIEM solutions offer particular advantages when addressing data privacy
regulations such as the General Data Protection Regulation (GDPR) [11]. SIEM platforms function not only as
security incident detection systems but also as monitoring tools for ensuring compliance with data protection
policies. Evaluation results demonstrate that open-source SIEM solutions achieve effective performance in
anomaly detection while providing visibility into network activities and maintaining regulatory compliance with
data privacy requirements [12].

2.2 Advanced Persistent Threat (APT)

Advanced Persistent Threats (APTs) represent planned, continuous, and sophisticated attacks where
adversaries gain unauthorized access to networks or systems and maintain prolonged presence without
detection. APT attacks aim to steal sensitive data or disrupt target system operations, often causing significant
impact on critical infrastructure. APT models target security diagnostic systems to simulate various cyberattack
forms, including Denial of Service (DoS), brute force, man-in-the-middle (MITM), and ransomware [12]. APTs
exhibit three defining characteristics. First, they are advanced—utilizing sophisticated exploitation techniques
such as zero-day vulnerabilities, privilege escalation, and fileless attacks. Second, they are persistent—
maintaining hidden and repeated access to target systems over extended periods. Third, they constitute
genuine threats—conducted by highly capable actors, typically state-sponsored groups or organized criminal
organizations, aiming to steal, spy on, or damage data and systems [13]. Research shows that technique
coverage increased approximately 11.2% in interworking environments combining open-source threat
detectors and threat log collectors. Coverage improvements were particularly notable during access domain
expansion and session connection with final victims [14].

2.3 Endpoint Detection and Response (EDR)

Endpoint Detection and Response (EDR) solutions detect, analyze, and respond to security threats on
endpoints such as computers, servers, and network devices [2]. EDR operates by continuously collecting
activity data from endpoints and analyzing it to identify suspicious behavior or potential threats. Once threats
are detected, EDR can execute automated response actions including isolating infected devices, blocking
malicious processes, and providing forensic information for further investigation [15][16]. System-level
monitors integrated with emulated IoT system algorithms identify malicious actions and determine
corresponding network traffic or packets, enabling edge devices to block suspicious traffic effectively [17].

3. Research Method

Our study employs a mixed-methods case study approach combining qualitative description of the
operational environment with quantitative performance evaluation of IDS-SIEM deployment. The qualitative
aspect documents PT XYZ's network architecture, deployment decisions, rule engineering, and analyst
workflows. The quantitative aspect measures detection performance using event-level classification metrics—
confusion matrix, precision, recall, F1-score, and accuracy—while computing macro and weighted averages to
address class imbalance.

3.1 Problem Identification

Advanced Persistent Threats (APTs) represent one of the most dangerous and complex forms of
cyberattacks, often evading detection through structured, gradual, and covert operations. Attackers infiltrate
organizational networks over extended periods to steal sensitive information or damage infrastructure. APT
threats pose critical challenges because existing security systems struggle to identify suspicious activities that
unfold gradually and persist over time. Current detection systems at PT XYZ—including Wazuh, Sysmon, and
CrowdStrike EDR—Ilack optimal integration, resulting in fragmented information that fails to reveal complete
APT attack patterns [18].

3.2 Research Object Selection
We selected three security tools currently operational in PT XYZ's information security infrastructure:
1) Wazuh (SIEM - Security Information and Event Management) version v4.10.1
2) Sysmon (IDS/IPS - Intrusion Detection and Prevention System)
3) CrowdStrike Falcon (EDR - Endpoint Detection and Response)
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These tools were chosen because PT XYZ actively deploys them in production environments. However, no
prior integrated study has evaluated their collective effectiveness in detecting stealthy, multi-layered, long-
lasting APT attacks [19]. Our research addresses this gap by examining how these systems perform individually
and collaboratively when confronting sophisticated threat scenarios.

3.3 Methodological Approach

We employ a descriptive qualitative approach aligned with our primary objective: understanding,
describing, and evaluating APT attack phenomena and the effectiveness of intrusion detection systems
deployed at PT XYZ. Our approach focuses on collecting narrative and contextual data obtained through
security log documentation, alert reports from Wazuh, Sysmon [20], and CrowdStrike systems, alongside
observations and analyses [21], from simulated attack processes conducted in controlled test environments.
The descriptive method systematically explains how each system operates in detecting and responding to APT
threats based on attack stages defined in the MITRE ATT&CK framework. Our approach enables detailed
examination of system limitations, strengths, and synergies when addressing complex cyber threats. We
document operational workflows, correlation rule effectiveness, and analyst response patterns to provide
practical insights into real-world detection capabilities.

3.4 Dataset Description

Table 1 presents Wazuh SIEM log data collected during June 2025 as part of our APT detection research.
The dataset [22], comprises daily CSV log files generated by the Wazuh SIEM system, capturing event data
from monitored endpoints and network sources. File sizes vary significantly across days, reflecting fluctuations
in system activity and event generation that correlate with different APT simulation and detection phases.

Table 1. Wazuh SIEM log dataset details for June 2025.

No. Date Record Name Size (KB)
1 03 June 2025 3 June 1,600
2 04 June 2025 4 June 6,898
3 05 June 2025 5 June 9,058
4 09 June 2025 9 June 1,429
5 10 June 2025 10 June 1,048
6 11 June 2025 11 June 1,201
7 12 June 2025 12 June 8,351
8 13 June 2025 13 June 1,550
9 16 June 2025 16 June 161
10 17 June 2025 17 June 1,361
11 18 June 2025 18 June 1,857
12 19 June 2025 19 June 1,538
13 20 June 2025 20 June 1,413
14 23 June 2025 23 June 14,651
15 24 June 2025 24 June 17,347
16 25 June 2025 25 June 1,400
17 26 June 2025 26 June 1,755
18 30 June 2025 30 June 5,737

Notable activity peaks occur on June 23-24, with file sizes reaching 14,651 KB and 17,347 KB respectively,
suggesting intensive security events during these periods. Lower activity days, such as June 16 (161 KB),
indicate baseline operational levels. These variations provide valuable context for analyzing detection system
behavior across different threat intensity scenarios.

4. Result and Discussion

4.1 Results

In this research phase, the intrusion detection system based on Security Information and Event Management
(SIEM) Wazuh [23], was implemented to monitor and detect indications of Advanced Persistent Threat (APT)
attacks within PT XYZ's system environment. The system was configured to receive logs from various
infrastructure components, including Windows endpoints (via Sysmon), firewalls, and IDS [24]. The collected
log data were then analyzed in real-time to identify complex and gradual attack patterns characteristic of APT
activities.
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4.1.1 SIEM Architecture and Configuration
Wazuh Manager serves as the main component for log collection, anomaly detection, and event
correlation research.

= W Overview A
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Critical severity High severity Medium severity Low severity
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ENDPOINT SECURITY THREAT INTELUIGENCE
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Figure 2. Dashboard Wazuh Manager.

4.1.2 Wazuh Agent
The Wazuh Agent is installed on client PCs to directly transmit system and security logs to the Wazuh
Server.
m Wazuh Agent X
Manage View Help
Wazuh v4.9.2
Agent: ID-031 (035) - any

Status: Running

Manager IP: 10.204.1.140

Authentication key [MDM1IESDUi1JHEDwMzEgW

Save I Refresh I

https://wazuh.com Revision 40921
Figure 3. Setup Wazuh Agent.

4.1.3 Attack Simulation and Data Collection
To test Wazuh's detection effectiveness, an APT attack simulation was conducted using the Atomic Red.

Team framework and PowerShell, with scenarios covering kill-chain stages such as [10]:

1) Initial Access: spear-phishing simulation employing macros or script-based payloads.

2) Execution: execution of PowerShell scripts and remote code execution on the target system.

3) Persistence & Privilege Escalation: addition of autorun registry entries and exploitation of system

privileges.
4) Command and Control (C2): outbound connection established to a simulated C2 server.
5) Data Exfiltration: compression and transfer of sensitive files over an encrypted connection.

Data from this simulation were collected for analysis via the Kibana dashboard.

1) Penetration Simulation: Initial Access
Initial Access is the stage in which an attacker executes malicious code [25], or exploitation commands
on the victim's device after successfully obtaining initial access. The goal of this phase is to activate a
payload such as malware, a backdoor, or a shell script that enables further system control.

CommandLine: "C:\Users\PCHR@O®8\AppData\Local\IE Tab\17.1.25.1\ietabhelper.exe"
CurrentDirectory: C:\Users\PCHRO88\AppData\Local\IE Tab\17.1.25.1\

User: ID-831\PCHRO8S

LogonGuid: {e725d783-58a9-686e-9000-176000000000 }

LogonId: 8x1708098

TerminalSessionId: 1

IntegritylLevel: Medium

Hashes: SHA256=45D211F3A85054778A090B0B903FAE3SEOEBB43B13BB1BE7A17447C8ACD1ABFS
ParentProcessGuid: {e725d783-dab4-6878-fc2b-006000608c108)

ParentProcessId: 26572

ParentImace: C:\Windows\Svstem32\cmd.exe

Figure 4. Macro attack detection from Wazuh.
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2) Penetration Simulation: Execution
Execution in the context of an Advanced Persistent Threat (APT) refers to the stage in which the attacker
runs malicious code or commands on a compromised system to achieve their intended objectives. This
phase typically involves the activation of malware, scripts, or legitimate tools that enable the attacker to
establish control, perform reconnaissance, or prepare for subsequent actions such as privilege escalation
or persistence.
t location syscheck
t rule.description Registry vValue Entry Added to the System
t rule.gdpr II_5.1.f
t rule.id 752
# rule.level 5
@ rule.mail false
Figure 5. Execution attack detection from Wazuh.
3) Penetration Simulation: Persistence & Privilege Escalation
Persistence is a technique used by attackers to ensure continued access to the target system, even after
a reboot, logout, or remediation attempts by the system owner. The primary objective of persistence is
to maintain a long-term connection to the compromised system so the attacker can return at any time
without needing to repeat the initial penetration process. Figure 6 shows detection results on CrowdStrike
EDR [26]. The attack was automatically blocked before it could impact the system, and prior to being
detected as an attack by the Wazuh client. Table 2 presents the detection log summary for May and June,
showing how EDR protection prevented PT XYZ users from cyberattack issues using persistence
techniques to access the system.
Figure 6. Detection of persistence & privilege escalation on EDR.
Table 2. EDR detection log summary for May and June.
No Severity Tactic & Technique Date Host ID
1  High Defense Evasion via Disable or Modify Security Tool 5/14/2025 ID-031
2 High Defense Evasion via Disable or Modify Security Tool 5/14/2025  1D-031
3 High Defense Evasion via Disable or Modify Security Tool 5/14/2025 ID-031
4  Informational Execution via User Execution 5/14/2025 ID-031
5 Low Malware via PUP 5/14/2025 ID-031
6 Medium Machine Learning via Cloud-based Detection 5/14/2025 ID-031
7  Medium Execution via Command and Scripting Interpreter 5/14/2025 ID-031
8 Medium Execution via Command and Scripting Interpreter 5/14/2025  1ID-031
9 High Machine Learning via Cloud-based Detection 5/14/2025 ID-031
10 Low Malware via PUP 5/14/2025  1D-031
11 High Machine Learning via Cloud-based Detection 5/14/2025 ID-031
12 High Machine Learning via Cloud-based Detection 5/14/2025 ID-031
13 Low Malware via PUP 5/14/2025 ID-031
14 Low Malware via PUP 5/14/2025  1D-031
15 Low Malware via PUP 5/14/2025 ID-031
16 High Machine Learning via Cloud-based Detection 5/14/2025 ID-031
17 High Machine Learning via Cloud-based Detection 5/14/2025 ID-031
18 Low Malware via PUP 6/18/2025 ID-033
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4) Penetration Simulation: Command and Control (C2)
Command and Control (C2) is the phase in a cyberattack (particularly in APT attacks) when the
compromised system communicates with the attacker's external infrastructure. The main objective is to
provide remote control to the threat actor, enabling them to manage, monitor, and execute commands
on the victim's system.

“Process Create:

RuleName: -

UtcTime: 2025-87-17 02:53:208.114

ProcessGuid: {f6f52a51-65a8-6878-4420-000808002600}

ProcessId: 12436

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.8.19041.4355 (WinBuild.168101.8808)

Description: Windows Command Processor

Product: Microsofts Windowse Operating System

Company: Microsoft Corporation

OriginalFileName: Cmd.Exe

CommandLine: "cmd.exe” /c

CurrentDirectory: C:\Users\USER\AppData\Local\Temp\

User: ID-87@\USER

LogonGuid: {f6f52a51-4f12-6878-13ee-ce0300000000}

LogonId: @x3EEEE13

TerminalSessionId: 8

IntegritylLevel: High

Hashes: SHA256=BADF4752413CBBCBDCB3FB95828CA167FBCDC63B597CCDBSEF43111180E088B0
ParentProcessGuid: {f6f52a51-4f12-6878-3d1e-000000002600}
ParentProcessId: 15404

ParentImage: C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe
ParentCommandLine: "C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe"
ParentUser: ID-878\USER"

Figure 7. Custom beaconing attack detection from Wazuh.

5) Penetration Simulation: Data Exfiltration
Data Exfiltration is the process by which an attacker covertly steals and transmits data from a target
system to an external location under their control. It represents one of the final stages of a cyberattack,
typically carried out after the attacker has successfully gained access to the system and identified data

deemed valuable.

data
data

data
D

data
data

data

data
data
data

data

.win.system.computer ID-878
.win.system.eventID 1

.win.system.eventRecordl 51669

.win.system.keywords 0x8600000000000000
.win.system.level 4

) mge e et iy mmiemm i s aean
-win.system.message FileVersion: 10.0.19841.5965 (WinBuild.160101.0880)

Description: Task Scheduler Configuration Tool
Product: Microsofts Windows® Operating System
Company: Microsoft Corporation

OriginalFileName: schtasks.exe

CommandLine: schtasks /delete /tn "APT_Backdoor" /f

R P TIPS Y

.win.system.opcode 8
.win.system.processID 4720
.win.system.providerGuid {5770385f-c22a-43e@-bf4c-0675698ffbd9}

.win.system.providerName Microsoft-Windows-Sysmon

Figure 8. Data exfiltration detection from Wazuh.

4.1.4 Distribution Results of Attack Categories Based on MITRE ID
The testing results show that the Wazuh SIEM log data can detect attacks through the identification of
attack contributions based on MITRE IDs.

Table 3. MITRE techniques log for June.

MITRE Technigues Count
Modify Registry 24,112
File Deletion 12,033
Data Destruction 12,025
Stored Data Manipulation 7,151
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Windows Command Shell 5,323
Account Discovery 4,039
Valid Accounts 2,555
Account Access Removal 2,360
Brute Force 318
Application Shimming 69
Domain Policy Modification 51
Domain Accounts 33
Remote Desktop Protocol 33
Pass the Hash 33
Disable or Modify Tools 22
PowerShell 13
Service Stop 7
Obfuscated Files or Information 6
System Shutdown/Reboot 5
Windows Service 4
Windows Management Instrumentation 1

Distribusi Kategori Serangan Berdasarkan MITRE ID

DEfense EvaSiDn ----
Un known -

Credential Access

Kategori Serangan

APT Activity

Impact

Privilege Escalation

T T T T T
0 5000 10000 15000 20000 25000
Jumlah Log

Figure 9. Distribution results of attack categories based on MITRE ID.

Further analysis of the attack distribution reveals distinct patterns in threat categorization. Table 4 presents

the attack category distribution for June, highlighting the prevalence of specific attack types detected by the
system.

Table 4. Attack category for June.

Attack Category Count
Modify Registry 24,112
Defense Evasion 24,170
Unknown 8,424
Credential Access 2,555
APT Activity 173
Impact 7
Privilege Escalation 4

The evaluation results show that the attack prediction achieved a high level of accuracy in forecasting attacks
based on the logs received by the Wazuh SIEM.

Table 5. Confusion matrix for attack prediction in June.

Matrix Count
True Positive (TP) 1,060
True Negative (TN) 8,537
False Positive (FP) 563
False Negative (FN) 440
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Confusion Matrix
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Figure 10. Confusion matrix for attack prediction in June.

Classification Report:

precision recall fl-score support

e 9.95 .94 0.94 9100

1 9.65 8.71 9.68 1500

accuracy 0.91 10600
macro avg 0.80 0.82 0.81 10600
weighted avg 8.91 8.91 08.91 18600

Figure 11. Attack prediction results for June.

4.2 Discussion

As shown in Table 3, 173 logs were explicitly categorized as "APT Activity." The discrepancy between APT
Activity (173) and Defense Evasion (24,170) represents the most prominent observation. Defense Evasion is
a core MITRE ATT&CK tactic, frequently employed by APTs to evade detection. This strongly implies that
Wazuh is detecting a high volume of activity consistent with APT behavior, but it is not classified under the
specific "APT Activity" label. This indicates that the current rules for "APT Activity" are too narrow, or that the
system lacks sophisticated multi-stage correlation capabilities to link individual tactical events (such as
"Defense Evasion") into broader APT detection. This is a critical area for improvement. Given the low number
of "APT Activity" detections and the high number of "Defense Evasion" and "Credential Access" logs, it is more
beneficial to analyze the detection of tactics commonly used by APTs rather than relying on the generic "APT
Activity" label. APTs achieve their objectives by identifying and exploiting existing system vulnerabilities, and
Wazuh incorporates MITRE ATT&CK mapping. This suggests that Wazuh's strength in APT detection may lie
more in its ability to identify specific TTPs (Tactics, Techniques, and Procedures) such as those under "Defense
Evasion" or "Credential Access" which, when correlated, indicate an APT. This reframes the analysis from a
simple count-based perspective to one of behavioral detection.

The performance data observed from Wazuh SIEM, particularly the number of False Positives (FP), False
Negatives (FN), and the distribution of attack categories, provides critical insights when correlated with the
known characteristics of APTs (stealth, persistence, and multi-stage nature). The high number of "Defense
Evasion" logs (24,170), despite the relatively low number of "APT Activity" logs (173), indicates that Wazuh
effectively detects tactics frequently employed by APTs, even if they are not explicitly classified as "APT." This
suggests that Wazuh is capable of identifying individual components or tactics of APTs (such as defense
evasion) rather than explicitly labeling the full attack chain as "APT Activity." This distinction highlights that
while the system captures relevant indicators, higher-level classification rules or correlation mechanisms for
full APT campaigns may require further refinement.The presence of 440 False Negatives (missed attacks)
represents a significant vulnerability, particularly in the context of APTs, where even a single missed event can
lead to severe and prolonged compromise. Since APTs are designed for long-term infiltration and data
exfiltration, any undetected instance is likely to continue its operation, escalating privileges and moving
laterally within the network. This underscores that although the overall accuracy (0.91) appears high, the
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recall rate (0.71) for attack classes and the absolute number of FNs are the most critical metrics for APT
defense, as they directly reflect the system's ability to capture these high-impact threats. The extremely low
number of "APT Activity" logs (173) can be interpreted in two ways: either APTs are genuinely rare within the
monitored environment, or, more concerningly, the current Wazuh configuration or rules are not optimized to
identify the complete APT kill chain, allowing them to remain undetected or misclassified as less severe events.
Given the stealthy and persistent nature of APTs, the latter explanation is highly plausible. This implies that
while Wazuh is capable of detecting individual suspicious behaviors, it may lack the advanced correlation
necessary to combine them into a recognizable APT narrative.

5. Conclusion and Recommendations

Advanced Persistent Threats are a high-level challenge in cybersecurity due to their complexity, continuity,
and staged attack vectors designed to remain undetected and inflict damage over time. Intrusion Detection
Systems and Security Information and Event Management play important roles in detection and response
against such threats, with SIEM providing extensive log aggregation, advanced correlation, and behavioral
analytics to reveal concealed activities of APTs. As an open-source SIEM/IDS platform [27], Wazuh has proven
capabilities in log analysis, threat intelligence integration, and detection of attack patterns related to various
APT tactics such as Defense Evasion and Credential Access. The performance data from June revealed high
overall accuracy (0.91), primarily due to robust normal activity detection; however, further investigation
indicated 440 false negatives (missed attacks) and lower performance on minority classes of attacks (recall
0.71), which is very critical within the context of high-impact APTs. The relatively small number of explicitly
labeled "APT Activity" logs (173) as compared to the large volume for related APT tactics indicates a gap in
multi-stage correlation for explicit APT classification. This gap highlights that Wazuh can detect individual APT
tactics well but needs improvement in correlating these tactics into a full APT campaign. To improve Wazuh's
effectiveness against APTs, continual enhancements in detection rules, advancements in behavioral analytics
capabilities, and deeper integration of machine learning are necessary. More advanced APT -specific correlation
rules should be created; alert triage should be optimized; deep learning for anomaly detection should be
utilized [28][29]. Future research needs to bridge the practical implementation advancements with
generalizability across different organizational contexts so that Wazuh may further improve its strength in
resilience against an ever-evolving landscape of threats from APT.

Several recommendations follow from the results of this research in relation to improving PT XYZ's
capability to detect APTs. Wazuh has shown a high level of accuracy (0.91); however, the large number of
false negatives—440 undetected incidents—represents a critical security gap that needs attention at PT XYZ
through rule tuning for better recognition of atypical patterns associated with an APT and development multi-
stage correlation rules for staged tactics such as lateral movement, privilege escalation, and data exfiltration
so that complete kill chains can be identified rather than isolated suspicious activities. Given the nature of
APTs as dynamic and highly sophisticated threats, traditional systems may not be able to keep up with evolving
attack techniques. Hence, integrating machine learning models—specifically deep learning—into anomaly-
based detection is recommended for enhanced capabilities. Machine learning has the potential to discover
subtle patterns and behavioral anomalies that a rule-based system would overlook, thereby minimizing false
negatives and improving overall accuracy in detection. Furthermore, PT XYZ should leverage external threat
intelligence feeds to enhance contextual information in logs analyzed by Wazuh [30]. Regular penetration
testing and APT simulations should be performed at intervals to assess and continuously improve the
effectiveness of detection, ensuring that the system stays robust against new threats. An interdisciplinary
approach is very important for a complete defense against APTs. By combining methods from computer science
with digital forensics, security policy, and psychology, this will give a better overall view of how APTs behave
and what drives attackers. This kind of cross-discipline work should happen inside organizations to get access
to real data and operational context, just like this study was done at PT XYZ. By mixing technical detection
skills with smart threat intelligence and people-focused security practices, organizations can create stronger
defenses against the ongoing and changing nature of APT attacks.
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