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Abstract: Like other verification aspects, code clone validation remains highly subjective and user-
dependent. This research presents an Al-based approach utilizing fragment-specific metric-based feature
vectors to identify and validate customized code clones. We derive classification feature vectors through
appropriate code metrics, training various machine learning models for identifier classification. The resulting
framework enables users to submit code clone pairs for cloud-based validation. Upon submission, the trained
AI model analyzes pairs using their metric features, generating user-specific validation scores returned via
a RESTful API. We describe the framework architecture encompassing metric extraction, model training,
and cloud deployment. Experimental results demonstrate the framework's ability to adapt effectively to
individual validation strategies, optimizing accuracy while significantly reducing inspection effort compared
to non-customized clone detection systems. A prototype system demonstrates the feasibility of providing
automatically computed Al-based validation scores integrated with existing validation tools.
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1. Introduction

When building software, it is standard procedure to recycle segments of code that have been used in the
past by copying and pasting the relevant portions or reusing them in some other way [1]. When this approach
is applied, what are known as code clones are produced. Anytime sections of code are repeated, whether it
be a copy and paste or altering minor details, code clones are created [2]. For the purpose of defining clones
more precisely, the scientific community has accepted an arbitrary categorization consisting of four types:

1) Type-1 clones are those pieces of code that are exactly the same as another piece of code, possibly with
some stylistic elements like comments and whitespaces or whitespace deviations.

2) Type-2 is the same as Type-1 with the only difference that in Type-2, the names and types of identifiers
have been altered.

3) Type-3 rewrites the code that modifies the program by altering it at the statement level. These clones
have their own unique characteristics.

4) Type-4 clones are created by scattering sections of code that execute identically but have different
syntactic structures.

As shown in other studies, between 7-23% of the total source code of a given software application is
redundantly copied and pasted [3]. It is feasible to intentionally make copies of code blocks for the sake of
accelerating development, albeit with negative consequences. These so-called "clones," in turn, significantly
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contribute to software maintenance challenges which increase software sustaining costs [4]. Tt may be difficult
to update in @ manner that is uniform across the board when a large amount of code has been flexibly relocated
within the system due to the high level of system complexity [5]. Whenever duplicated code is altered, these
duplicated code segments undergo modification in a manner different from the original. Doing so causes new
software problems in most cases. The developers' duplication of software logic in different sections of the
framework through copy-pasting troublesome code contributes greatly to the software's underlying issues,
which is @ major contributor to software bugs. Discovering patterns of duplicate code using these techniques
will significantly reduce the time required for maintaining software systems. Moreover, one can improve the
design of the software system by leveraging commonalities among the discovered code clones, thereby
enhancing the overall software system design [6][7].

Researchers have developed and suggested at least seventy different tools and methods for automating
the process of clone detection as a result of the significant amount of attention that has been paid to this
particular subject over the course of the past ten years. As noted earlier, "The computer program will strive
to build an exhaustive catalog of all conceivable classes and pairs of code clones" 0. Owing to vast avenues
through which these clones may evolve over time, it is practically impossible that a string-matching approach
would succeed in detecting Type-2, Type-3, and Type-4 clone pairs. Code clone Type-1 does not change in
any way. For instance, disguising the names of variables and procedure names can be done; small bits of code
can be added or removed; and myriad syntactical alterations can be made to existing code clones. These
changes can also be made to implement most features' implementations, turning them into something else
entirely [9]. Due to all of these changing features evolving over time, the searching problem has become an
order of magnitude harder to solve. To manage such intricate structures of the source code and detect all
possible code clone pairings, the original source codes have to undergo extensive modifications. Modifications
such as pretty-printing the code, normalizing the identifiers, as well as constructing syntax trees from the
fragments of code, among other techniques, fall into this category [10].

2. Related Work

The repetition of clone detection processes often results in the identification of false positive clones. This
happens due to the fact that the problem is usually difficult to solve, and some form of generalization or
normalization is needed before the source code can be examined. In this case, the user arrives at the decision
that the two code snippets are not the same, are not true clones for whatever reason, or are identical as far
as these computer programs are concerned. Research indicates that the rule for identifying Type-3 and Type-
4 clones is especially prone to subjectivity, and depends on the person being interviewed, or the software
system being interrogated in relation to the cloning operation. This is a very relevant insight as it concerns
Type-2 clones' criteria [11].

For instance, in a study carried out in [12], identical clone sets were given out to a variety of users so
that those users could assess the accuracy of clone identification algorithms. According to the results of the
research, there were noticeable differences in the ways in which various individuals verified the same clones
(the number of decided genuine positive code clones for the same given clone sets ranged between 4.76%
and 23.81%). Because of this, programmers are typically required to manually evaluate the results of a clone
detection to determine whether or not they are a true clone before applying those results to certain scenarios.
This is important because of the uncertainty whether the end product will be a true clone or not.

Every moderately complex software system inevitably encounters substantial delays every time there is
a need for a human validation step. When attempting to detect code clones, the overwhelming number of
proposed pairs makes it difficult for the programmers to uncover the genuine positive clones that they desire.
This is due to the fact that the noise can obscure genuine positive clones. Some studies estimate that JDK
1.4.2 is over eight percent bloated with duplicate lines of code [13].

The line "Code clones are responsible for 15% of the total lines of code" implies that the remaining 85%
may also contain some level of redundancy. The broad estimates that clone detection technologies provide
point towards the time that will be absorbed manually verifying the data before it can be reliably worked with.
In addition, the algorithms for clone identification that are employed by the tools often function in a broad
way. This implies that they are loose from the specifics of a given system or the biases of a given user.

Hence, as long as the tool is able to produce true positive clones, the majority of clones concerning the
projects that the engineers and programmers are focused on [14]. Code clone detection systems are not as
helpful as they might be since it is a time-consuming effort to mine those code clones for significance from
the report given by the software. The code clone detection systems lack logic which impacts their efficiency.
The addition of dimensions to the problem drives up its complexity while simultaneously expanding its scope.
Past investigations have demonstrated how subjective the technique is; therefore, any such copies which are
discovered must undergo thorough scrutiny.
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In regard to the user survey prepared for [15], there were 105 unique pairs of clones found together with
a group of clerks who were tasked with validating them. The validation criteria for the same set of 105 newly
identified clone pairs was markedly different across four uncoordinated manual workstations. For example,
one user credited only five of the so-called random pairings without a discernible sequential logic. Others,
however, cited twenty-four, twenty-three, and twenty-five random pairings respectively.

The research for software engineering problems toward solution strategies that incorporate computational
intelligence. Early studies centered on software reliability, which included the analysis of program aging
mechanisms that resulted in service outages [21], the formulation of methods for code clone analysis and
identification as well as removal [22], and monolithic legacy systems in three-tiered analytic frameworks [16].
This focus on software quality later transformed into predictive maintenance, which seeks to understand
"aging" by employing extreme learning machines accelerated by evolutionary computing [19]. More recent
studies indicate a substantial shift toward transdisciplinary multi-ML integration. This includes applying ML to
create a system structure [17], analyzing signals in [18], and employing techniques of ML and image
processing for the automatic assessment of products [20]. Starting from solving problems of the internal
software subsystem, the path illustrates a movement towards applying advanced computational algorithms
like ML, evolutionary computing, and image processing to solve existing intricate problems in the healthcare
diagnostic and safety management systems.

3. Proposed Model

In this research study, we investigated an issue that was rather close to user driven code clone
classification. A user-based attribution for duplication is performed via a scope of copying determination, which
is built upon a token sequence similarity analysis utilizing TF-IDF metric of term frequency-inverse document
frequency (TF-IDF)-based vectors. For these texts, we will identify and compare the words that appear in the
texts being compared most frequently. Users manually sift through the pairs of code clones detected by
automatic systems and mark them as true or false positive clones as shown in figure 1 so as to train the
system.

Code base

eRemove uninteresting code
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eComparison unit

Preprocessin
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Figure 1. Proposed Model
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When the clones are identified by numbers that fall within a specified range, the variable w(m), which is
placed in the interval [0, 1], is used to signify the weight that has been allocated to each individual clone. This
weight might be negative or positive. On the other hand, if the clones contain a Boolean marking, the result
returned by w(m) will always be 1 regardless of the circumstances. In addition to this, the proposed system
is able to repeatedly gather user feedback over the course of time to refresh the training sets MT and MF to
enhance the model. This is done by analyzing the data generated by the model. The research also reveals that
the validation accuracy greatly decreases as the target clone size increases, which is demonstrated by the
research work. This is because the user-specific validation learning utilized by FICA is wholly dependent on
token sequence. The clustering is the ultimate goal of the process of discovering new techniques, which will
lead to the discovery of new ways. To determine which clone combinations, have the greatest likelihood of
being successful, the next step that we are going to do is to compute the proper metrics that correspond to
each of these strategies. As a technique for locating these duplicated actions, a collection of twelve distinct
count metrics has been presented.

coS_ sim (u,v)

u)=dN"'+(1-d v

p( ) ( )ve%[u] Z cos_sim(z,v)p( )
zeadj[u] (1)

Where
N - codes,
d - damping factor,
adj x] - nodes adjacent to a node x, and
PA(x) - node centrality x.

Using TF-IDF to calculate Cosine Similarity for ‘a’” and ‘b’ within the document collection D, we get the
value of CosSimD(a,b). After this, ¢, the score that measures the probability for an untagged clone set to
belong to Mt or Mf, can be computed, as stated in the method and Equation 4. This score is based on the
probability that an unmarked clone set will have the same genotype as a marked clone set. Count metrics are
metrics whose values may be determined by counting the number of instances of a certain thing. Put
differently, count metrics are those metrics that track the frequency of an event. The diversity of approaches
to cloning is immense, each with its own prescribed count metric meld tailored to that approach’s unique
requirements.

AB ;Asz
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Ccos_sim=

Where
Ai - vector A component, and
B; - vector B component.

3.1 Computation of Code Clone Metrics

Figure 2 presents various code clone metrics that are essential for analyzing and comparing code
segments. These metrics provide quantitative measures to assess the similarity and complexity of code clones
across different methods and functions.
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Figure 2. Code Clone Metrics

The following metrics are utilized in the computation of code clone characteristics:

1)

2)

3)

4)

5)

6)

No. of Lines: How many lines of actual code are in each method by counting the number of lines that
appear between the symbols marking the beginning and conclusion of the function declaration,
respectively.

No. of Arguments: This will give you the total number of lines of real code in each method. The number
of arguments that a method is willing to take, as well as the data types of those arguments and their
relative places on the call stack, are all things that are taken into consideration.

No. of Local Variables: This value, which is known as the Local Variable Count, is a representation of the
total local variables that are defined within the function. This is the Count of Local Variables. At no time
is the scope of the set variable which was used by the function Its global variables and activity level of
the function variables taken into consideration.

No. of Function Calls: It is obtaining a rough estimation about the actual number of times the method
under consideration calls other functions with the help of this information. It is a standard method for
studying the logic that is included inside the source code of a program, and it provides a perspective from
above of the methods that are defined in addition to those that are called.

Conditional Statements: The total number of conditional statements that are a part of the process. This
includes the number of if, else if, and else statements, in addition to any other conditional statements
that may be present. It is necessary since the semantics of the method as a whole are dependent on this
one factor alone.

Iteration Statements: This variable provides the total amount of iteration statements that are contained
within a method specification. When calculating this statistic, the number of times that statements define
the prepositions while, do, and for is taken into consideration. These are also fairly significant in setting
the standard way in which the method is carried out, therefore it crucial to pay attention to them.
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7) Return Statements: The return statements that are associated with a method are displayed in this area.
The count of all the method exits that are described in the specification is included in the value of the
variable.

8) No. of Input Statements: In order to get the variable values, the user choices, and other information, the
total number of input statements that were carried out during the procedure is tracked in a record that
is maintained. These are of great service in determining the degree to which two distinct methods are
comparable to one another and are a useful tool for making that determination.

9) No. of Output Statements: The same may be described for the number of output statements; in the same
way that the number of input statements is useful for dissecting the fundamental components of the
approach, so too can the number of output statements. It is of lesser concern to capture correct data for
the provided buffers, console and other locations than it is to describe using basic output statements that
achieve the purpose of message formatting for output and informative messages.

10) Function Call Assignments: This metric preserves a record of the number of variables that receive their
values as a direct consequence of assigning the return value of a function to one of those variables, and
it does so by counting the number of variables that receive their values. Their application is regarded as
valuable due to the fact that they provide a separate classification of the variables and the values that
those variables reflect.

11) Statement Selection: This metric is used to count the conditional operators, cases, and various other sorts
of selection statements that are contained in each unique method. In addition to this, it tallies the overall
number of selection statements. The branches will be generated as a result of the combination of this
collection of statements and the conditional statements. After then, each of these branches will be
evaluated, which will result in the procedure execution pattern becoming clear.

12) Assignment Statements: This indicator displays a count of the statements that were used to change the
values of the method variables. These statements were used to assign new values to the variables. The
phrase Number of Assignment Statements is used to refer to this particular metric. Statements may be
constructed using elements such as basic assignments, mathematical expressions, unary operators, and
a variety of other building blocks.

In addition to these twelve quantitative evaluations, there are also four more quantitative criteria to take
into consideration. In the process of creating these metrics, features such as function calls, file reads, I/O
activities, and the utilization of both reference and value parameters within function calls and global variables
are taken into consideration. Check the code fragment starting with S. An account of each of the additional
metrics considered is provided in the subsequent sections. The account is in the form of texts and there exists
a plethora pertaining to the incident. Most importantly, focus on the fact that these measures have been
computed using the provided, two functions in ¢ statements.

C(S) = Fan Out(S) (3)

Where
FAN OUT( 8 ) - individual function calls within S.

It is feasible to calculate it using the formula Complexity(S) = Globals(S) / (Fan Out(S) + 1), where
Globals(S) represents the total number of global variable declarations that were used or updated in S. This
can be done by dividing the result by 1. If the declaration of a variable is not located within the same code
block in which the variable is being used, then that variable is referred to as being global. Mccabe(S) is
determined by adding one to the total number of control decision statements that are presentin S. The results
of computing each of the 16 metrics that are connected with each approach are then saved in a database so
that they may be later examined and extracted. It is a requirement that all of the metric values for a cloned
method pair be the same for type 1, 2, and 4. This is a necessary condition. For the detection of -1, -2, and -
4 clones, the only database records that are taken into consideration are those that provide metric values for
method pairings that are matches.

3.2 Clone Detection

It is necessary to conduct a textual comparison on the code that has been formatted and normalized in
order to ascertain whether or not the extracted pairs from the shortened set of methods are accurate. This is
done so that the accuracy of the extracted pairs can be measured once they have been computed. Type-1
clones are those that, according to the definition, do nothing more than copy and paste the source code
precisely as it is written. The methods that have a score that is an exact match with another method are
referred to as type-1 copied techniques. This indicates that the entire number of lines in the method has
exactly the same number of lines as the total number of lines that are comparable to one another. Clone pairs
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are pairs of processes that match up with one another in a textual comparison because they have the same
computed metric values and are therefore deemed to be clones. Clone pairs are also known as clone pairs. It
provides a breakdown and summary of the many identifying criteria that can be applied to clones.

Code segments that are structurally comparable to one another are indicative of type-2 cloned methods.
These methods are distinguished by the fact that there are only minute differences in the identifiers, literals,
types, white space, layout, and comments. This suggests that the textual comparison will be carried out on
the program code that was produced by the template tool. A pair of procedures is assumed to be a clone if
both it and its sibling have the same computed values for comparison. The comparison that the template
provides considers, besides the type-1 procedures copied, also type-2 procedures. For that reason, it is
important to eliminate each one of them individually. Also, it is possible to note the differences in the
parameters when the altered code is compared to the original code.

The “type-3 clones” as they are termed, have some modifications made wherein statements can be added,
deleted, or modified. Both the beginning and ending procedures from the created metrics boundaries can be
assessed, however for this instance, only range values are considered. These modifications to the metrics
incorporate accounting for variation. Because of this, two distinct ranges of metric values have been
established which aid in the detection of type 3 clones. This is true because of the merges of the rules clones
metric values ranges. Multiple methods have been defined in order to account for each different merge of
ranges. These types of extracts are possible for metric ranges obtained from various definitional approaches.
Rangel is defined as the range of operations which can be considered to be duplicates which are bound above
by the mean and below by the actual evaluated metric range’s value.

Range: = (Ac*100)/ Av (4)

Ac - Actual metric value for the present method

Av - Average metric value for the present method

It is only possible to consider clones of a method to be type-3 versions of that method if those clones have a
value for Rangel that is higher than 90%. After that, in order to calculate Range2, we divide the total number
of lines that are contained within a method by the number of lines that are comparable to the method that we
are looking for. This allows us to determine the range of the method.

Range; = (N¥100)/M (5)

N — Total number of similar lines in the code
M- Total line of codes in a module

When determining whether or not a method pairing is qualified for a Type-3 clone declaration, it is
necessary to determine whether or not both of the corresponding Range2 values in the template methods are
more than 85%. The research has not yet determined a particular range for type-3 clones that can be regarded
as conclusive. The difference between Rangel and Range2 is the same size for all three categories, which
means it is equal to zero (1, 2, and 4). This threshold number for type-3 ranges was determined to be the
ideal level as a result of extensive testing with values ranging from 85 to 100%. The production of clone
programs of type 4 occurs when major chunks of the code share a great deal of semantic resemblance with
one another. When it comes to these clones, the component that has been cloned is not always an exact
duplicate of the one that was made initially. This is because cloning is not always perfect. Since they are both
employed to carry out the same kind of reasoning, there is a potential that two different developers will write
two pieces of code that are functionally identical to one another. Because of this, the meaning of the cloned
pieces has been preserved, despite the fact that their syntactical and structural representations have been
altered. For type 4, we first start with each of the ways that were discussed earlier and look at the differences
and similarities using the results that were achieved through using the measurement system. In the case
where the metric values that are produced out of the two different ways are subject to a comparison then
they are compared to the methods which serve as templates. The comparison proves to be successful if both
versions contain the same code as each other. Members of this group are unlike the rest of the population in
every sense.

3.3 Post-processing

The prior step has provided us with clone pairs which are now at our disposal. Through the Clone Manager
program, we receive both clone pairs and clone clusters as output. Clone Manager may be found here. As
soon as all of the various cloning processes, which are also referred to as possible clone pairs, have been
identified, the procedures are categorized into several distinct groups, with each group being assigned its own
unique number. Clustering the clone pairs in which the members of the same cluster share many
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characteristics, whilst the members of other clusters share characteristics that are highly different from one
another. There is one text file for each of the four distinct categories of clones, in which individual clones as
well as pairings and groups of clones are documented. Under normal conditions, analysts expect that it will be
between 0 and 1, although most likely it will be closer to 0. On the other hand, it is unfavorable because in
Equations 6-8, the sum of squared errors (SSE) is more than the entire sum of squares. This is because there
are not many data points that accurately represent this scenario; as a result, the underlying model or models
learnt less about it and more about others. The reason for this is because there are not many data points that
accurately describe this scenario.

R =1-5E
1SS (6)
N 2
SSE = Z(P 20~ Pa)
- ?)
N 2
785 =3 (P ~F,)
pr (8)

Where,

Pi(f) - P path loss,

P /) - predicted path loss,
Py - average path loss, and
NV - number of observations.

4. Result and Discussion

4.1 Results

When doing cloning analysis, the application of automated clone validation can be of assistance, and this
is true for software systems of varied sizes. As a consequence of this, we aimed to put the system through its
paces in a number of different scenarios, putting it through its paces with a variety of clone detection methods,
user populations, and machine configurations in order to see how well it performed. We settled on Python
version 2.7 as the language of choice for the server side after determining that this was the best way to get
the job done. The Python programming language was used to develop the web application that was created
with Flask, which is a microframework. On an individual basis, code clones that have been recognized by one
of the various ways for detecting code clones can be retained on the system server and validated there. There
are several methods for identifying code clones.

The duplicates of the code are shown to the users of the system several times so that they can perform
an inspection by hand to look for any errors that may have been introduced. After recording each user's verdict
for a given code clone pair, the server then does a comparison between the user verdict (either true positive
or false negative) for that pair and the user's profile. This comparison determines whether the user's verdict
was accurate or not. Because we intended to simplify scalability and distribute computing for large amounts
of data, we made the decision to adopt CouchDB, which is a NoSQL database system. We anticipate that
CouchDB will continue to be useful to us in the years to come.

The code clone pairs that are validated have already been shown in Tables 1-4. They form a part of the
set of data that is available, and which can now be used to design a classification model as per the methodology
described earlier. Currently, code clone pairs are undergoing preprocessing which will enable the extraction of
features needed for constructing representation models. After data preparation, features of the clone using
Java as a programming language were developed post-preprocessing of the data.
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Table 1. MAE
Samples Clone Pair Clone cluster Proposed Al
10 3.75 4.28 3.92
20 3.37 3.65 3.31
30 3.06 3.61 3.34
40 4.23 5.21 4.60
50 7.88 10.62 9.41
60 4.09 4.38 4.33
Table 2. RMSE
Samples Clone Pair Clone cluster Proposed Al
10 2.90 3.10 2.90
20 2.49 2.66 2.44
30 2.46 2.54 2.46
40 3.54 3.98 3.55
50 6.38 8.79 7.82
60 3.04 3.19 3.16
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Table 3. MAPE
Samples Clone Pair Clone cluster Proposed Al
10 2.23 2.38 2.24
20 1.96 2.09 1.92
30 1.74 1.80 1.75
40 2.76 3.10 2.78
50 5.43 7.38 6.58
60 0.50 2.56 2.53
Table 4. R2
Samples Clone Pair Clone cluster Proposed Al
10 0.90 0.89 0.90
20 0.93 0.92 0.93
30 0.84 0.82 0.84
40 0.80 0.75 0.80
50 0.13 0.43 0.11
60 0.90 0.89 0.90

4.2 Discussion

Requests for the validation of code clone pairs are sent to the server, which then makes use of the trained
machine learning model for clone categorization prior to providing the validation score to the user in JSON
format. On the server side, communication is accomplished through the use of RESTful API requests and
answers. After the validation score has been computed, it can be fed into the appropriate code clone detection
tools in order to facilitate the classification or comprehension of the clones, depending on the parameters of
the tool. There are many different approaches to this. In practice, it can be done either before or after the
validation score has been calculated according to your preference. Perhaps the modularly trained model might
be able to utilize some local clone detection tools for local prediction. This would be preferable than relying
largely on cloud deployment to make predictions. Because of this, there would be no longer be a requirement
to rely entirely on cloud deployment.

5. Conclusion

In this paper, the feature vectors that were derived from the training dataset were incorporated into the
training phase of the classification model. We tried out a few different ways of applying machine learning in
order to achieve our goal of categorizing clones. Within the scope of this study, not only do we present in-
depth findings, but we also conduct an in-depth analysis of how effectively the classifiers worked. When the
training of the model is finished, it may be used to validate newly created code clone pairs for particular users.
After the model has been trained, this is something that may occur. Users have the ability to submit code
clone pairs for validation, and these pairs may then be uploaded to the cloud for storage and processing. After
it attains that level, the learned model will be able to generate a prediction and subsequently return the
validation score to the user endpoint associated with the specific forecast, delivering the response while en
route to the user. After preparing the test code clone pairs, we also implemented a prototype aimed at the
transfer of the validation score from the model to the user. This score was intended to prepare the user for
the validation score. To meet the aim of the prototype, it was requisite to do this.
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