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Abstract: The advancement of Internet of Things (IoT) technology has opened great opportunities for
the implementation of real-time monitoring systems in supporting smart city management. This research
aims to develop an IoT integration model that can monitor various urban aspects, such as traffic
management, energy consumption, waste management, and air quality, in an efficient and integrated
manner. The model is designed to collect, process, and analyze data from various IoT sensors scattered in
urban areas, with a focus on delivering information in an integrated manner. urban areas, with a focus on
delivering real-time information to the government and the public. The research methodology includes the
development of development of an IoT-based system prototype that integrates hardware and hardware and
software with the support of cloud computing architecture for data management. data management.
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1. Introduction

The introduction of information and communication technology has a positive impact on various areas of
life, including city management. With the rapid pace of urbanization, cities are starting to face several complex
challenges such as traffic congestion, waste management, high energy consumption, and declining air quality
and the concept of smart cities has emerged as a solution. Smart cities use technology to build a more efficient,
safe, and enjoyable society for their citizens. The basis of this concept is the Internet of Things (IoT)
technology that enables automatic data transfer between connected devices. The Internet of Things is at the
heart of smart cities, providing the ability to collect and analyze data from various sources, thanks to connected
smart urban sensors, which allows for optimization of resource use and reduction of city operational expenses.
The Internet of Things has several applications, including urban system management such as managing water
and electricity meters, controlling public street lights, updating public transportation status, and waste
management in public areas [1][2][3]. Studies show that the use of IoT in city management can address the
challenges faced by contemporary cities, including waste management, traffic congestion, and energy waste
[4][5]. Likewise, IoT contributes to the quality of public services, as the collected data can be used to make
better decisions and respond to citizens’ needs [6][7]. In addition, the combination of IoT with other
technologies, including cloud computing and big data, strengthens the capacity of smart cities to control
information and provide better services [6][8]. With an IoT-based smart energy management system, energy
consumption and carbon output can be optimized, leading to better environmental sustainability [8]. City
management requires the application of information and communication technologies to be as effective as
possible, and their implementation can also help improve the quality of life of city dwellers.

Real-Time Monitoring and Service Delivery Using IoT in Smart Cities is a new concept to optimize various
public services using IoT. IoT devices enable cities to ensure better monitoring and efficient management of
their infrastructure. IoT has a wide range of applications such as traffic sensors can help reduce congestion
by sending real-time information to traffic management systems, while other IoT devices may be able to
control energy usage or be used to monitor the air for pollutants. However, 10T still faces challenges in smart
cities, such as device integration, big data, and security and privacy issues.

The need for smart cities drives this research to formulate an IoT framework for intelligent real-time
monitoring systems. The proposed model is intended to address the challenges in existing systems by unifying
various IoT sensors spread across urban areas into a unified platform. This system aims to facilitate rapid and
evidence-based policy making for governments and citizens, to improve the quality of services provided and
the effectiveness of the city itself. In this research, a prototype system that includes hardware, software, and
cloud computing data management architecture is developed. The prototype is tested in simulated scenarios
to track various metrics of city life, including congestion, energy consumption, and pollution. The results of
this study are also expected to provide a major contribution to the development of smart city technology and
as an application for implementation on a larger urban scale.

2. Related Work

Smart city means city management using information and communication technology (ICT) to manage
assets and resources efficiently in order to reduce costs and resource usage while improving the quality of life
of citizens. Smart city can also be defined as an area that adopts modern technology for the purpose of
increasing efficiency and providing improved services to the community, which can be promoted so that the
community can participate directly in all decision-making processes, as explained by Pratama [1]. Technology
is implemented in various sectors of smart cities covering all means of transportation, energy, waste
management, health, education, etc. [9][10]. Smart city management A combination of technologies that
enable data collection and monitoring of urban activities. A viable system must combine hardware support
(sensors), software (data administration), and a cloud computing-based platform that can process data in real-
time. This helps enable these decisions to be fast and data-driven [12].

One of the key components for smart city implementation is the Internet of Things (IoT). Internet of
Things (IoT) is a system of interconnected physical objects that are given unique identifiers to exchange data
using the internet, where they do not require or receive any intervention from human-to-human or human-to-
computer interaction [13]. Neeraj Kumar (2024) explains the Internet of Things (IoT) ecosystem [14][15][16].
IoT is a combination of various physical devices where devices communicate with each other automatically
using sensors to get details or information about the device, data processing devices to handle data collection,
and systems that can connect and handle data seamlessly. This technology will be one of the platforms that
will be needed to transform cities into smart cities where various types of sensors are used to monitor aspects
of the city such as traffic, air quality, energy consumption [17]. These sensors collect data that can be analyzed
to drive more accurate, timely, and data-driven decision making [18]. Data can be collected in real time and
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IoT helps in monitoring and managing the city seamlessly. Real-time monitoring: the capacity to collect,
process, and analyze data at the point of data collection to facilitate rapid decision-making. With the vision of
smart cities, real-time monitoring is needed to improve the effectiveness of infrastructure management and
public services. In a traffic management system, for example, IoT sensors can be used to monitor traffic
conditions in real time, provide information to drivers, and regulate traffic control systems to reduce traffic
congestion.

According to a recent study by Sohrab Khan (2024), IoT-based real-time monitoring systems greatly
improve operational efficiency in various sectors, including energy, transportation, and waste management.
For example, data collected by IoT sensors allows city authorities to react to problems or incidents faster,
making it useful in natural disasters or traffic accidents [19]. IoT technology has high potential and high-
quality applications in smart city management, but its implementation comes with various challenges. Device
integration of all IoT devices spread across the city is one of the major challenges. The need for connectivity
of various types of IoT devices, both in terms of hardware and software, is a challenge to streamline the
connected system efficiently [20]. In addition, data management is another major challenge. IoT systems
generate huge amounts of data, and complex data management technologies are required to analyze this data
in real-time with low latency. However, challenges such as data security and privacy remain invisible. The
system must use strong security protocols to secure data from cyberattacks because IoT devices collect
sensitive data [21]. As a result, many studies have been conducted to investigate the application of IoT-based
solutions for real-time monitoring systems in smart cities. Kasra Aminiyeganeh (2024) describes IoT monitoring
of air quality in major cities. This study uses IoT devices to monitor air pollution levels in real-time while the
received data is being processed to generate recommendations for environmental management [22]. Similarly,
Athiyatul Ulya (2024) proposes an Internet-based traffic monitoring system to inform drivers about road
conditions in real-time, so they can adapt [23]. These results show that IoT-based real-time monitoring can
be successfully applied to various aspects of the urban environment. This would be a very useful and helpful
system because it optimizes resource management and improves the quality of life for everyone. However,
additional work is needed, especially regarding technical barriers, such as device integration, large-scale
general data processing, and ensuring data security and privacy, to facilitate wider adoption.

3. Research Method

This research method is designed to develop and test an Internet of Things (IoT) integration model for
real-time monitoring in smart cities. The methods used include research design, system prototype
development, data collection, and data analysis. The following is a detailed explanation of the methods used
in this study:

3.1 Research Design
This study adopts an experimental design of system development. This study focuses on the development
and implementation of a prototype of an IoT-enabled system capable of monitoring real-time city aspects such
as traffic, energy consumption, and air quality. Since the proposed system collects data in a controlled
environment, the experimental method is chosen because it will directly test the effectiveness of the proposed
system in collecting and analyzing data. The proposed model of this study consists of the following three main
stages:
1) System Design
Design the IoT system architecture with hardware (sensors), software (data processing platform), which
provides a cloud computing infrastructure to manage data.
2) Prototype Development
Create a system prototype based on the design made and implement IoT sensors to monitor city
conditions in real-time.
3) System Testing and Evaluation
We will test the developed system in a testbed or limited environment, to evaluate the system
performance in real-time monitoring in terms of accuracy, efficiency, and responsiveness.

3.2 System Prototype Development
The prototype system developed in this study consists of several main components as follows:
1) IoT Sensors
The types of sensors will help monitor the city conditions in real-time. The sensors used are traffic sensors
(e.g., proximity sensors or surveillance cameras), air quality sensors (e.g., CO2, PM2.5, temperature
sensors), and energy consumption sensors (e.g., smart meters for energy measurement).
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2) Data Processing Platform:
The data squeezed from the sensors at various nodes will be transferred to a cloud computing platform
via IoT communication protocols such as MQTT or HTTP. As a second step, this platform will manipulate
and store the data for further data analysis. So, this platform will also be used to showcase the data using
visualizations that can be understood by the user.

3) Data Processing and Analysis
Machine learning or data mining-based algorithms will analyze the collected data to offer insights into
existing trends and patterns. Traffic analysis, for example, can provide suggestions on traffic management
or find congestion.

4. Result and Discussion

4.1 Results
This research produces a design of the Internet of Things (IoT) system architecture applied in smart city
management, as well as practical implementation in several important sectors. The following are details of the
research results covering architectural design, technology implementation, and evaluation of system
effectiveness in the context of a smart city. The IoT system architecture developed consists of three main
layers:
1) Device Layer
Involves the use of sensors and actuators to monitor various environmental parameters, such as air
quality (PM2.5 and CO2), temperature, humidity, and traffic density.
2) Network Layer
Data obtained from devices is sent to a central server via efficient communication protocols, such as
MQTT and LoRa WAN.
3) Application Layer
Processed data is displayed via a web-based dashboard in real-time, enabling fast, data-based decision
making.

This system is implemented in three main sectors to test its effectiveness:

1) Traffic Monitoring
Infrared sensors and cameras are installed at intersections to monitor traffic density levels. The data
obtained is used to dynamically adjust the duration of traffic lights, thereby reducing congestion.

2) Environmental Monitoring
Air quality sensors are installed in city parks to monitor pollution levels. Data is updated in real-time and
displayed on a dashboard that is accessible to the public.

3) Utility Management
Smart water meters are used to monitor water consumption and detect leaks. The information collected
is analyzed to identify consumption patterns and improve water efficiency.

Table 1 summarizes the results of data collection from the monitoring system for one month. This data
provides an overview of the average daily conditions in three main sectors, namely traffic, environment, and
water utilities, compared to predetermined thresholds.

Table 1. Real-Time Monitoring Data

Sector Parameter Daily Average Threshold
Traffic Density (vehicles) 1200/hour 1500/hour
Environment PM2.5 (ug/m3) 35 50
Water Utilities Consumption (m3) 2.1 3.0

Specifically referencing table 1, the few sectors of coverage include traffic, environment, and water
utilities. To measure the performance of the individual sectors with respect to your defined threshold, you
monitor some parameters that are unique to each sector. In traffic sector for instance, the average hourly
density was recorded at 1200 vehicles per hour and the maximum density was 1500 vehicles per hour, so the
threshold was not reached yet. The average concentration of PM2. 4 pg/ms3 was found to be 35 pg/m3, which
is again well below the permissible limit for PM2.5 particles of 50 ug/ms3. By the time, the average use of water
in a day is 2.1 m3, which doubles the use of water by the threshold of 3.0 m3. Not only is this data an indicator
of performance, but it is also the basis for data-based decision making in order to sustain operational
efficiency. The smart city IoT system architecture supports integrated data collection, processing, and analysis
as presented in Figure 1.
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Architecture of 10T System for Smart City
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Figure 1. IoT System Architecture in Smart City

The IoT System Architecture Figure in Smart City shows sensor traffic data, water level measurement,
network system, applications, and data analysis. The IoT system mainly relies on a real-time dashboard, which
acts as a central hub. With this dashboard, users can monitor data from several sectors in real time, such as
traffic, air quality, and water consumption. Visualizing data as graphs and performance indicators gives users
a clear understanding of the current situation and acts as a call to action.

Data Real-Time pada Dashboard

1500.0
Rata-rata Harian

1400 Ambang Batas
1200.0

1200
1000

800

Nilai

600

400

200

S 50.0
-0 21 3.0

Lalu Lintas Lingkungan Utilitas Air
Sektor

Figure 2. Real-Time Data on Dashboard

4.2 Discussion

What makes the implementation of Internet of Things (IoT) systems in smart city management so
beneficial is its importance in minimizing traffic congestion, improving air quality, and efficient use of water.
IoT facilitates traffic management through dynamic traffic light settings, reducing congestion by up to 25%,
based on real-time data [1][7]. Thus, for a larger population group, IoT-assisted air quality monitoring comes
to the rescue as it provides up-to-date information on how to reduce efforts to avoid pollution [3][5]. As for
the water management sector, smart water meters are used to enable timely detection of leaks and, as a
result, minimize water wastage by up to 18% [8][15]. However, despite the increasing adoption of IoT in
smart cities, IoT is not without its challenges. Network constraints are one of the major challenges, as latency
affects the speed of data propagation, thereby decreasing the efficiency of the system [2][11]. Data security
is also a serious topic as cyberattacks can be harmful to users. Thus, strong data encryption is required to
prevent leakage of collected data [4][18]. In addition, high implementation costs, especially for the installation
of IoT sensors and devices, are a constraint for cities with limited budgets [9][10].

There are several recommendations that can be implemented to overcome these challenges. 5G
technology can be implemented as an IM enhancement leading to increased Network Speed and higher
capacity resulting in lower latency combined with faster IoT system response [2][16]. Machine learning
algorithms can be integrated to enable predictive analytics such as predicting traffic patterns or water
consumption thereby enabling more proactive decision making [7][19]. Private sector collaboration can reduce
the cost of the implementation process through co-funding schemes, or by providing devices at a lower cost
[12][20]. These steps will make IoT a more effective and sustainable solution in terms of smart city
management.
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5. Conclusion and Recomendations

The IoT framework built can provide real-time measurement observations through existing critical areas,
including movement, nature quality, and water utilities. Traffic measurement using sensors and cameras can
reduce congestion levels by up to 25%, leading to smoother urban mobility. In contrast, environmental air
quality monitoring enables timely data for citizens and relevant authorities and can act faster and more
efficiently to reduce pollution. Smart water meters also function as leak detection and help reduce water
wastage by up to 18%, thereby increasing resource efficiency. There are still challenges such as network
constraints, data security issues, and high implementation costs. Possible solutions involve more advanced
network technologies such as 5G, stronger data encryption, and working with the private sector to make the
most of limited funds. The next step in development is the use of artificial intelligence for predictive analysis
and scaling up implementation across all regions.
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